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DQS

D

seription ;.

VA enploved

i thé presént HA .

Versioh 1

version

Version of the
certificate format

V3

serial Number

Serial number of the
certificate assigned by
the 1A

Assigned in a serial
fashion

signature algorithm
Identifier

Algorithm of the signa-
ture of the certificate

Elliptic curve number/RSA
parameters when an

algorithm and parameters thereof elliptic curve is used
parameters Key length when RSA
is employed
issuer [A name (in a Name of the present IA
distiguished name form)
validity Period during which the
certificate is valid
notBefore Start date
notAfter Expiration date
subject Name which identifies User device ID or ID of

the user

the service subject

subject Public Key
Info

algorithm

subject Public key

Information of the public key
of the user

Algorithem of the key
Key

Elliptic curve/RSA
Public key of the user

Version 3

authority Key Identifier
key ldentifier
authority Cert Issuer

authority Cert Serial
Number

Key identifier used in verifica-
tion of the IA

Key identification number (octal
number)

Name of the IA (in a general
name form)

Identification number

subject key ldentifier

Used when a plurality
of keys are certified

Not used

key usage

0)digital Signature
1)non Repudiation
2)key Encipherment
3)data Encipherment
4)key Agreement
5)key CertSign

6

(
(
(
(
E
(6)cRL Sign

Specifying the purpose

of the key

(O)for digital signature

(1)to prevent repudiation

(2)for encryption of the Key
(3)for encryption of a message
(4)for use in transmission of a
symmetric key

(5)used to verify the certificate
(6)used to verify the signature
of the certificate revolution list

0,1,4, or 6 is used

private Key Usage
Period
notBefore
notAfter

Period during which the
private key stored in the
user is valid

Usage period is the
same for the certificate,
the public key, and the
private Key (default)
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Certificate Policy
policy Identifier
policy Qualifers

Certificate policy of the certificate authority
Policy ID (according to 1SO/IEC9834-1)

Certification criteria

policy Mappings
issuer Domain Policy
subject Domain Policy

Required only when the

CA is certificated. Mappings
of the policy of the issuer
domain policy and the subject
domain policy are defined

supported Algorithms

algorithm Identifier

intended Usage

intended Certificate
Policies

Attributes of the directory
(X.500) are defined. Used to
inform a receiving party of
communication of the attributes
the direction so that the recei-
ving party can use the
direction information

subject Alt Name

Alternative name of the user
(in the form of GN)

default = none
default = none
not used

issuer Alt Name

Not used although this item
is included in the
certificate format

(default = none)

default = none

subject Directory Attributes| Arbitrary attributes of the user | not used
basic Constraints Specifies the public key
to be certified
cA Indicates whether the public default

path Len Constraint

key is used by a user or
by a certificate authority to
write a signature

= used by a user

name Constraints
permitted Subtrees
base
minimum

Used only when the
certification is to certify
a certification authority (CA)

default = none

maximum
excluded Subtrees

policy Constraints
requier Explicit Policy
inhibit Policy Mapping

Constraints are described in
terms of requirements of
explicit policy ID or inhibit
policy mapping for the re-
maining certification path

CRL Distribution Points

Indicates a reference point

in the revocation list at which
data is present which
indicates whether the
certificate of a user is
revocated

Pointer which points
to a location where
the certificate is
registered. The
revocation list is
managed by an
issuer

Signature

Signature of the issuer
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Version

Version

Serial Number

Identification Number

signature algorithm

Signature algorithem

[dentifier
algorithm Algorithm
Indis- parameters Parameters
pensable | Issuer Name of the identification authority
ltems (in the form of a distinguished name)
Validity Period during which the certificate is valid
notBefore Start date
notAfter Expiration date
Subject Name of the subject to be certificated
(in a DN form)
subject Template Info Template information
encrypt Type * encrypt Type f
crypt Unigue ID *The unique ID or the certificate
enerypt Unig number of a public key certificate
_ . used for encryption
encryption Algorithm * Algorithm
parameter * parameter
validity -(\jlatlidity period (start date, expiration
) ate
sub!ect Template Source * Type of the template
subject Template * Template
Subject PKC info Information about the public key certificate
, _ of the subject
subject PKC serial * Certificate number of the subject public
Number key certificate
_ , * Unique ID of the subject of the subject
ExtendEd SUbJeCt PKC Un|que ID puél“c key Certificate] J
Items [ssuer Unique ID Unique ID of the issuer
Subject Unique ID Unique ID of the subject
Public Key Certificate Public key certificate
Issuer Alt Name Alternative name of the issuer
subject Directory Personal information (encrypted as required)
Attributes information used to authenticate subject
Age, sex, etc.
Valid Count Number of times the certificate is allowed
to be used
Control Table Link Info Link information describing group information
: * Location of a link information control
Ctl Tbl Location table (URL, IP address, etc.)
Ctl Tbl Unique ID * |dentification number of the link
information
Indispen-

sable

IDA Signature

Signature of the IDA
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FIG. 6A

ENCRYPTION SCHEME: NONE
+
PUBLIC KEY UNIQUE ID: NONE

Y
IDENTIFICATION TEMPLATE
APPARATUS TEMPLATE —>(D— INFORMATION
S ENGCRYPTION SCHEME: X.1
IDENTIFICATION | [ PUBLIC" L. +
APPARATUS KEY & > PUBLIC KEY UNIQUE ID

! |
encryp] _ [ ENCRYPTED \% ENCRYPTED
- TEMPLATE [—> I TioN [>| TEMPLATE TEMPLATE

INFORMATION

FIG. 6C

ENCRYPTED ENCRYPTION SCHEME: X-1
TEMPLATE > +

INFORMATION| | PUBLIC KEY UNIQUE D | ——Omry

PRIVATE
KEY
| ENCRYPTED .| DECRYP-
TEMPLATE ITion | ] TEMPLATE
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ENCRYPTIOI}IFSCHEME: X-2

>PUBLIC KEY UNIQUE ID
RANDOM Q= ENGRYP. ENCRYPTED
NUMBER > SYMMETRIC—>{T/on | —>| SYMMETRIC
GENERATION KEY KEY \
v
ENCRYP- _| EncrRYPTED| . N
TEMPLATE —>1 1101 > TEMPLATE | >\
7y
v
ENCRYPTED
IDENTIFICATION TEMPLATE
APPARATUS INFORMATION
ENCRYPTED
TEMPLATE
INFORMATION
| ENCRYPTION SCHEME: X-2
PUBLIC KEY UNIQUE ID PRIVATE
KEY
@ i
ENCRYPTED i
> SYMMETRIC > DECRYP- 1 | SYMMETRIC
TION KEY
KEY
/
.| ENCRYPTED DECRYP-| o
TEMPLATE >| DECH > TEMPLATE
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FIG. 9
4

CSTART A TEMPLATE REGISTRATION PROCESS)(——

USER CREATES A TEMPLATE USING |[S11
A TEMPLATE DETECTOR OF THE IDA

L4 S17
THE USER SUBMITS HIS/HER S12 ERROR
IDENTIFICATION DATA TO THE IDA HAN?\UNG

THE USER SUBMITS ADDITIONAL S13
INFORMATION (SUCH AS A PIN)
TO THE IDA AS REQUIRED

= THE IDA CHECKS THE VALIDITY  \ NG
OF THE RECEIVED DATA /514

i , OK

THE DA ASSIGNS AN IDENTIFICATION |S15
NUMBER TO THE RECEIVED DATA
AND STORES IT IN A DATABASE

v

= THE IDA ENCRYPTS THE TEMPLATE S16
- USING A PUBLIC KEY OF THE IDA
AND GENERATES AN IDC ON THE
BASIS THEREOF

Y

( END )

CPA
' (1) CREATE
(@9 CHECK THE TEMPLATE A TEMPLATE DATA
RECEIVED DATA —| RECEPTION <€
(B ASSIGN AN ID TO

THE RECEIVED
DATA AND STORE
IT IN THE DATABASE

(@ SUBMIT IDENTIFI-
(& GENERATE AN IDC IDENTIFI- P CATION DATA
TION
< S,QTAO ® SUBMIT

RECEPTION [ ADDITIONAL DATA
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FIG. 10

/ CSTART A TEMPLATE DELETION PROCESS)

S21 USER SUBMITS A TEMPLATE DELETION
REQUEST TO THE IDA

¢ S27
S22 | THE USER SUBMITS IDENTIFICATION DATA EQEBSNG
IDENTIFYING THE USER TO THE IDA ’

— S23 THE USER SUBMITS ADDITIONAL
INFORMATION (SUCH AS A PIN)
TO THE IDA AS REQUIRED

y

524 THE IDA CHECKS THE VALIDITY WG
OF THE RECEIVED DATA

¢0K

S25 THE IDA DELETES THE REGISTERED
TEMPLATE, IDENTIFICATION DATA AND
ADDITIONAL DATA

= Y

it S26 | THE IDA DELETES THE IDC OF THE USER
: AND DESCRIBES, IN AN INVALIDATED IDC
LIST, THAT THE IDC HAS BEEN INVALIDATED

FF
F=oX

END
() CHECK THE TEMPLATE
RECEIVED DATA RECEPTION
@ DELETE THE @
PERSONAL DATA SUBMIT A DELETION
(@ DESCRIBE THE REQUEST, IDENTIFICATION
INVALIDATION IN DATA AND ADDITIONAL
THE INVALIDATED  [(om DATA
IDC LIST CAON
DATA
RECEPTION
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e
@TART A TEMPLATE CHANGING PROCESS)
A USER SUBMITS A TEMPLATE CHANGE |S31
REQUEST TO THE IDA
Y S40
THE USER CREATES A TEMPLATE USING |S32 EﬁﬁgﬁNG
A TEMPLATE DETECTOR OF THE IDA
7 A
THE USER SUBMITS IDENTIFICATION DATA |S33
IDENTIFYING THE USER TO THE IDA
Y
THE USER SUBMITS ADDITIONAL INFORMATION | S34
(SUCH AS A PIN) TO THE IDA AS REQUIRED
< THE IDA CHECKS THE VALIDITY \ NG
F THE RECEIVED DATA
OF THE RECEIVED D /535
= ¥ OK
THE IDA DELETES A REGISTERED TEMPLATE |S36
o Y
” THE IDA DELETES THE IDC OF THE USER S37
AND DESCRIBES, IN THE INVALIDATED IDC
LIST, THAT THE IDC HAS BEEN INVALIDATED
= Y
i THE IDA ASSIGNS AN INDENTIFICATION NUMBER |S38
TO THE RECEIVED NEW DATA AND STORES IT
IN THE DATABASE
Y
THE IDA ENCRYPTS THE NEW TEMPLATE USING |S39
A PUBLIC KEY OF THE IDA AND GENERATES
AN IDC ON THE BASIS THEROEOF
Y
( e )
| @ CHECK THE RECEIVED DATA SUBMIT A TEMPLATE
@DELETE THE PERSONAL DATA CHANGE REQUEST AND
DESCRIBE THE INVALIDATION |TEMPLATE | | CREATE TEMPLATE DATA
IN THE INVALIDATED IDC LIST |RECEPTION[< ®
ASSIGN AN ID TO THE .
D RECEWED NEW DATAAND Ao ERTIF
STORES IT IN THE DATABASE||DENTIFI- [
GENERATE AN IDC CATION
DATA SUBMIT ADDITIONAL
RECEPTION | | DATA
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' FIG. 12

(START A TEMPLATE ADDITION PROCESS)

l<
v

A USER SUBMITS A TEMPLATE ADDITION |S41
REQUEST TO THE IDA

2

THE USER CREATES A TEMPLATE USING |S42 S48
A TEMPLATE DETECTOR OF THE IDA ———

\ HANDLING

THE USER SUBMITS IDENTIFICATION DATA|S43 T
IDENTIFYING THE USER TO THE IDA

2

THE USER SUBMITS ADDITIONAL INFORMATION | S44
(SUCH AS A PIN) TO THE IDA AS REQUIRED

1.t

i

THE IDA CHECKS THE VALIDITY \ NG
OF THE RECEIVED DATA /345

y OK

= THE IDA ASSIGNS AN IDENTIFICATION NUMBER |S46
= TO THE RECEIVED NEW DATA AND STORES IT
- IN THE DATABASE

v
THE IDA ENCRYPTS THE NEW TEMPLATE USING |S47

A PUBLIC KEY OF THE IDA AND GENERATES
AN IDC ON THE BASIS THEREOF

Y
C e )

]

- ABA: SUBMIT A TEMPLATE
(@ CHECK THE RECEIVED DATA ADDITION REQUEST
(B)ASSIGN AN ID TO THE TEMPLATE | | CREATE TEMPLATE DATA

RECEIVED DATA AND STORE |[RECEPTION ®
IT IN THE DATABASE & BMIT IDENTIEL

(® GENERATE AN IDC CATION DATA

IDENTIFI- [
CATION
DATA SUBMIT

RECEPTION || ADDITIONAL DATA
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FIG. 13

@TART A TEMPLATE SUSUPENSION PROCESS)

3
Y

A USER SUBMITS A TEMPLATE SUSPENSION |[S51
REQUEST TO THE IDA

* S57
THE USER CREATES A TEMPLATE USING |S52 E?ﬁgﬁm
A TEMPLATE DETECTOR OF THE IDA \
A
¥

THE USER SUBMITS ADDITIONAL INFORMATION [S53
(SUCH AS A PIN) TO THE IDA AS REQUIRED

v

< THE IDA CHECKS THE VALIDITY \ NG

OF THE RECEIVED DATA

/54

¢0K

THE IDA SUSPENDS THE VALIDITY OF S55
REGISTERED TEMPLATE IDENTIFICATION DATA
AND ADDITIONAL DATA

v

THE IDA INVALIDIATES THE IDC OF THE USER |S56
AND DESCRIBE, IN THE INVALIDATED IDC LIST,
THAT THE IDC HAS BEEN INVALIDATED

C

v
END )

IDA

[® CHECK THE RECEIVED DATA

(3 SUSPEND THE PERSONAL
DATA

(® DESCRIBE, IN THE
INVALIDATED IDC LIST, THAT
IDC HAS BEEN INVALIDATED

-

TEMPLATE
RECEPTION

IDENTIFI-
CATION
DATA
RECEPTION

<

@

SUBMIT A SUSPENTION
REQUEST, IDENTIFICATION
DATA AND ADDITIONAL DATA
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FIG. 14

START A PROCESS OF CANCELING
SUSPENSION OF A TEMPLATE

e

Y

A USER SUBMITS A TEMPLATE RESUMPTION |S61
REQUEST TO THE IDA

¥ S67
THE USER CREATES A TEMPLATE USING |S62 ﬁﬁﬁgﬁm
A TEMPLATE DETECTOR OF THE IDA >

¥

THE USER SUBMITS ADDITIONAL INFORMATION |S63
(SUCH AS A PIN) TO THE IDA AS REQUIRED

2

L THE IDA GHECKS THE VALIDITY \ NG
= OF THE RECEIVED DATA /64

y OK

THE IDA CANCELS THE SUSPENSION OF THE |S65
REGISTERED TEMPLATE, IDENTIFICATION DATA
= AND ADDITIONAL DATA

- THE IDA CANCELS THE INVALIDATION OF S66

THE IDC OF THE USER AND UPDATES
THE INVALIDATED IDC LIST

Y

( eno )

(@ CHECK THE RECEIVED DATA O]

TEMPLATE SUBMIT A RESUMPTION
®8,@Nﬁ_% EEES%%ESE'T?\N RECEPTION] | REQUEST, IDENTIFICATION
(@ UPDATE THE INVALIDATED Bﬂﬁ AND ADDITIONAL

IDC LIST IDENTIFI-  [<

CATION

DATA

RECEPTION
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CSTART AN IDC DISTRIBUTION PROCESS)

<

Y
MAKE A CONTRACT BETWEEN AN SP AND |g7q 579
AN IDA IN ADVANCE AND DETERMINE THE

OPERATION RULE ACCORDING TO WHICH ERROR
THE IDA PROVIDES SERVICES TO THE SP HANDLING

) 7

PERFORM MUTUAL AUTHENTICATION \NG
BETWEEN THE SP AND THE IDA /879

OK €

THE SP TRANSMITS TO THE IDA AN IDC S73 S80
ISSUE REQUEST INCLUDING DATA INDICATING ERAOR
A USER NAME AND IDC POLICY HANDLING

. j
QTHg IDA VERIFIES THE IDG ISSUE ~ \NG |
REQUEST
/374
[ OK

= THE IDA SETS THE IDC POLICY IN S75
ACCORDANGCE WITH THE ISSUE REQUEST
AND THE OPERATION RULE FOR THE SP

¥

= RE-ENCRYPT, USING THE PUBLIC KEY OF | S76
= THE SP, A TEMPLATE ENCRYPTED USING
e THE PUBLIC KEY OF THE IDA

¥
CREATE AN IDC IN ACCORDANCE WITH THE IDC PoOLICY |S77

Y
THE IDA ISSUES THE IDC TO THE SP |S78

Y
C en )

CIDA cH
@ VERIFY THE (D MAKE A CONTRACT
ISSUE REQUEST | BEFOREHAND e
®SET THE IDc | @PERFORM MUTUAL USER:
POLICY < AUTHENTICATION

®ENCRYPT THE
TEMPLATE USING|(® SEND A REQUEST
THE PUBLIC KEY|, FOR ISSUE OF IDC
OF THE SP =

\

@ ISSUE IDC

Y
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yd
CSTART AN IDC UPDATING PROCESS )
v
MAKE A CONTRACT BETWEEN AN SP AND | o S8
AN IDA IN ADVANCE AND DETERMINE THE
OPERATION RULE ACCORDING TO WHICH ERROR
THE IDA PROVIDES SERVICES TO THE SP FANDLING
Y 7y
PERFORM MUTUAL AUTHENTICATION \ NG
BETWEEN THE SP AND THE IDA  /ggo
OKf
THE SP TRANSMITS AN IDC UPDATING |S83 S89
REQUEST TO THE IDA ERROR
HANDLING
A
THE IDA VERIFIES THE IDC UPDATING \ NG
o REQUEST /384
y OK
THE IDA SETS THE IDC POLICY IN sS85
ACCORDANCE WITH THE ISSUE REQUEST
AND THE OPERATION RULE FOR THE SP
CREATE AN IDC IN ACCORDANCE WITH THE IDC POLICY | S86

THE IDA ISSUES THE IDC TO THE SP |[S87
Y

( eno )

VERIFY THE (DMAKE A CONTRACT
® UPDATING REQUEST| BEFOREHAND
® SET THE IDC (@ PERFORM MUTUAL
POLICY | AUTHENTICATION

(ENCRYPT THE

TEMPLATE USING |®TRANSMIT AN IDC
THE_PUBLIC KEY UPDATING REQUEST

OF THE SP)
®ISSUE AN IDC
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/
( START AN IDC DELETING PROCESS )
e
Y S94
A USER TRANSMITS AN IDC DELETING |S91 [Zrmom
REQUEST TO AN SP FANDLING

1o
i

W 1 1

Y A

THE IDA VERIFIES THE IDC DELETING \NG
REQUEST /S92

y OK

THE SP DELETES THE SPECIFIED IDC OF THE USER S93

v
C en )

i
i

iy

L IDA- LS
@) VERIFY O]
THE DELETING TRANSMIT
REQUEST AN IDC
DELETING
@) DELETE THE IDC |< REQUEST
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( START AN IDC INQUIRY PROCESSj

2
MAKE A CONTRACT BETWEEN AN SP AND |01 308
AN IDA IN ADVANCE AND DETERMINE THE
OPERATION RULE ACCORDING TO WHICH ERROR
THE IDA PROVIDES SERVICES TO THE SP HANDLING

PERFORM MUTUAL AUTHENTICATION \NG
BETWEEN THE SP AND THE IDA /g9

OKl<
y
THE SP TRANSMITS, TO THE IDA, DATA |S03 S09
SUCH AS SAMPLING DATA OF A USER ERROR
TO BE INQUIRED ABOUT HANDLING
Y
THE SP TRANSMITS AN IDC INQUIRY |S04
REQUEST TO THE IDA
THE IDA VERIFIES THE IDC INQUIRY \ NG
REQUEST /805
oK

THE IDA COMPARES THE RECEIVED SAMPLING |[S06
DATA WITH THE IDC FOR VERIFICATION

v

THE IDA RETURNS A RESULT (OK/NG) TO THE sp |S07
END
SRt MAKE A CONTRACT Lo
BEFOREHAND
®) VERIFY
THE INQUIRY PERFORM MUTUAL
REQUEST AUTHENTICATION
(® RESPOND TO (® REQUEST IDC
THE IDC INQUIRY INQUIRY DATA
REQUEST <
@ SEND IDC
INQUIRY DATA
K/N
@ OK/ING N
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FIG. 24
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IDENTIFICATION
USER ID | GERTIFICATE (IDC) IDENTIFIER
Fe ABC0001 CDE00021
ABC0002 CDE00027
ABC0003 CDE03211
< BBC0231 EED02333
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FIG. 34

DATA TYPE

TYPE OF DEALING POLICY

PERIOD DURING WHICH DEALING POLICY IS VALID

CONTENT ID

CONTENT PROVIDER ID

DEALING POLICY ID

VERSION OF THE DEALING POLICY

AREA CODE

USABLE DEVICE CONDITIONS

USERS PERMITTED TO USE THE CONTENT

IDC IDENTIFIER LIST T~711

SERVICE PROVIDER ID

UCP GENERATION MANAGEMENT INFORMATION —

~—712

MAXIMUM ALLOWABLE NUMBER OF SECONDARY
DISTRIBUTIONS g

~—713

NUMBER OF RULES

RULE ADDRESS

RULE NUMBER
RULE 1 TYPE OF PERMITTED USAGE

RULE NUMBER
RULE N TYPE OF PERMITTED USAGE

(INDICATION OF WHETHER THE SIGNATURE
HAS BEEN VERIFIED)

PUBLIC KEY CERTIFICATE

SIGNATURE
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FIG. 35
NUMBER OF
NUWBER | USAGE ' | PERIOD | ToNFNr | cOPY
IS USED

1 NOT LIMITED |NOT LIMITED —

2 PLAYBACK LIMITED |NOT LIMITED -

3 NOT LIMITED| LIMITED —

4 NOT LIMITED [NOT LIMITED | NOT LIMITED
:“ 5 LIMITED NOT LIMITED | NOT LIMITED
- 6 NOT LIMITED| LIMITED |NOT LIMITED
= 7 NOT LIMITED [NOT LIMITED
, 8 COPY LIMITED [NOT LIMITED|  SCMS
= 9 NOT LIMITED| LIMITED
= 10 NOT LIMITED [NOT LIMITED

11 LIMITED |[NOT LIMITED| OTHERS

12 NOT LIMITED| LIMITED

13 CHANGING OF PERMITTED USAGE

14 REDISTRIBUTION

15 UPGRADE TO AN ALBUM

16 PERMISSION OF TRANSFERRING MANAGEMENT
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FIG. 36

DATA TYPE
TYPE OF PRICE INFORMATION

PERIOD DURING WHICH THE PRICE INFORMATION
IS VALID

CONTENT ID

SERVICE PROVIDER ID
PRICE INFORMATION ID
VERSION OF THE PRICE INFORMATION

AREA CODE
USABLE DEVICE CONDITIONS

USERS PERMITTED TO USE THE CONTENT
= IDC IDENTIFIER LIST 721
g CONTENT PROVIDER ID
i} DEALING POLICY ID
= NUMBER OF RULES
e RULE ADDRESS
RULE NUMBER

RULE 1

RULE NUMBER
RULE N :

(INDICATION OF WHETHER THE SIGNATURE
HAS BEEN VERIFIED)

PUBLIC KEY CERTIFICATE
SIGNATURE
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FIG. 38

DATA TYPE

TYPE OF USAGE PERMISSION CONDITION
INFORMATION

PERIOD DURING WHICH THE USAGE PERMISSION
CONDITION INFORMATION IS VALID

CONTENT ID

ALBUM ID

ENCRYPTION PROCESSING UNIT ID

USER ID

CONTENT PROVIDER ID

DEALINGF POLICY ID

VERSION OF DEALING POLICY

SERVICE PROVIDER ID

PRICE INFORMATION ID

VERSION OF PRICE INFORMATION

ID OF USAGE PERMISSION CONDITION
INFORMATION

RULE NUMBER OF PERMISSION FOR
PLAYBACK (USAGE)

PERMITTED USAGE NUMBER

NUMBER OF TIMES THE CONTENT IS ALLOWED
TO BE FURTHER PLAYED BACK

PERIOD DURING WICH THE PLAYBACK
PERMISSION 1S VALID

RULE NUMBER OF PERMISSION FOR
COPYING (USE)

USAGE PERMISSION NUMBER

NUMBER OF TIMES THE CONTENT IS
ALLOWED TO BE FURTHER COPIED

UCS GENERATION MANAGEMENT INFORMATION

—

~—732

NUMBER OF TIMES UCS IS ALLOWED TO
BE SECONDARILY DISTRIBUTED

T™~—733

IDC IDENTIFIER LIST

~731

[ID OF THE ENCRYPTION PROCESSING UNIT
HAVING PERMISSION IN TERMS OF PLAYBACK
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FIG. 39
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FIG. 40 START A CONTENT
. DISTRIBUTION PROCESSING
S701
MUTUALLY AUTHENTICATE A SERVICE
SERVICGE PROVIDER |PROVIDER AND A USER DEVICE USER DEVICE

NO " IS THE MUTUAL AUTHENTICATION 5702
\\_ COMPLETED SUCCESSFULLY?

|YES
v
EXTRACT A SECURE CONTAINER [S703
Y
TRANSMIT THE SECURE S704
CONTAINER TO USER DEVICE
| v S705
| VERIFY THE SECURE CONTAINER |
NO S706
< V4
< < IS THE SECURE igg;AINER VALID? )

S707| INPUT SAMPLING INFORMATION
AND A USER ID

v

S708 EXTRACT AN IDENTIFICATION CERTIFICATE
(IDC) LIST FROM THE UCP OR THE PRICE
INFORMATION OF THE SECURE CONTAINER

Y
= S709 | RETRIEVE AN IDENTIFICATION CERTIFICATE

(IDC) IDENTIFIER OF THE USER FROM THE
IDC LIST ON THE BASIS OF THE USER ID

Y
< NO /IS AN IDC IDENTIFIER CORRESPONDING
S710 \TO THE USER ID FOUND?
YES

S711 | EXTRACT THE IDENTIFICATION CERTIFICATE
(IDC) ON THE BASIS OF THE IDC IDENTIFIER

2

S712 |COMPARE THE SAMPLING INFORMATION WITH
THE TEMPLATE OF THE EXTRACTED IDC

2
5 NO /1S THE COMPARISON \S713
— \_RESULT CONSISTENT?

TRANSMIT A CONTENT KEY YES
ONLY WHEN THE COMPARISON [«
RESULT IS CONSISTENT

S714 5| USE THE CONTENT STORED |S715
v “LLIN_THE SECURE CONTAINER

| ERROR | END
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FIG. 41 START A_CONTENT
DISTRIBUTION PROGESSING
SERVICE PROVIDER ¥ USER DEVICE

MUTUALLY AUTHENTICATE A SERVICE | g7+
PROVIDER AND A USER DEVICE

NO . IS THE MUTUAL AUTHENTICATION 5722
"\ COMPLETED SUCCESSFULLY?

|YES
S723 i vy 8735
EXTRACT A SECURE INPUT SAMPLING
CONTAINER INFORMATION AND
v A USER ID
EXTRACT AN IDENTIFICATION S724

= GERTIFICATE (IDC) LIST FROM THE
o UCP OR THE PRICE INFORMATION
OF THE SECURE CONTAINER

Y S
736
RETRIEVE AN IDENTIFICATION S725 Y
CERTIFICATE (IDC) IDENTIFIER OF TRANSMIT SAMPLING
< FORMATION AND A
THE USER FROM THE IDC LIST USER IUNSER B 10 e Sp
ON THE BASIS OF THE USER ID | |p T

Y

NO IS AN [IDC IDENTIFIER S726
CORRESPONDING TO
THE USER ID FOUND? SAMPLING

YES INFORMATION

b

g g

B S

i g

)

)

)
H

L

EXTRACT THE IDENTIFICATION |S727
CERTIFICATE (IDC) ON THE
BASIS OF THE IDC IDENTIFIER

¥
COMPARE THE SAMPLING S728
INFORMATION WITH THE TEM- |e—
PLATE OF THE EXTRACTED IDC

Y
NO IS THE COMPARISON 5729
RESULT CONSISTENT?
V YES S730 v S731
TRANSMIT THE SECURE VERIFY THE SECURE
CONTAINER, AND THE CONTENT CONTAINER
KEY TO THE USER DEVICE v S732
' IS THE SECURE
NON CONTAINER VALID?
r VES 5733
USE THE CONTENT STORED
@ IN THE SECURE CONTAINER

END
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FIG. 42
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F|G' 44 GTART A CONTENT

DISTRIBUTION PROCESSING

MUTUALLY AUTHENTICATE | S751
USER DEVICE A Uggé{J A AND USER B USER DEVICE B

NO " IS THE MUTUAL AUTHENTICATION
"\ COMPLETED SUCCESSFULLY? S752

[YES

Y
EXTRACT A SECURE CONTAINER |S753

Y

TRANSMIT THE SECURE S754
CONTAINER TO USER DEVICE B
L

v S755
| VERIFY THE SECURE CONTAINER |

S756
NO /]
(S THE SECURE CONTAINER VALID? »

JVES

S757 | INPUT SAMPLING INFORMATION
AND A USER ID

2
S758 | EXTRACT AN IDENTIFICATION CERTIFICATE

(IDC) LIST FROM THE USAGE CONTROL
= STATUS (UCS, A)

o S759 |RETRIEVE AN IDENTIFICATION CERTIFICATE
(IDC) IDENTIFIER OF THE USER FROM THE
IDC LIST ON THE BASIS OF THE USER ID

2

NO /IS AN IDC IDENTIFIER CORRESPONDING
S760 \TO _THE USER ID FOUND?

v'ES

S761 | EXTRACT THE IDENTIFICATION CERTIFICATE
(IDC) ON THE BASIS OF THE IDC IDENTIFIER

Y

S762 |COMPARE THE SAMPLING INFORMATION WITH
THE TEMPLATE OF THE EXTRACTED IDC

A

A

B NO / IS THE COMPARISON \ S763
\\ RESULT CONSISTENT?

TRANSMIT A CONTENT KEY
ONLY WHEN THE COMPARISON [<
RESULT IS CONSISTENT

S764 5| USE THE CONTENT STORED [S765
IN THE SECURE CONTAINER
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FIG. 45 (START A CONTENT

DISTRIBUTION PROCESSING

MUTUALLY AUTHENTICATE | S771

USER DEVICE A USER A AN% USER B USER DEVICE B

NO .~ IS THE MUTUAL AUTHENTICATION
\\_ COMPLETED SUCCESSFULLY? g779
YES
Y | Y S785
EXTRACT A SECURE |S773 |INPUT SAMPLING INFORMATION
CONTAINER AND A USER ID
v S774 v
EXTRACT AN IDENTIFICATION TRANSMIT SAMPLING
CERTIFICATE (IDC) LIST FROM THE INFORMATION AND A USER ID
UCP OR THE PRICE INFORMATION TO THE USER DEVICE A
OF THE SECURE CONTAINER
7 S786
= RETRIEVE AN IDENTIFICATION S775
i CERTIFICATE (IDC) IDENTIFIER OF
= THE USER FROM THE IDC LIST
it ON THE BASIS OF THE USER ID
= Y
= NO IS AN IDC IDENTIFIER \S776
e CORRESPONDING TO
= THE USER ID FOUND?
= VES
= EXTRACT THE IDENTIFICATION |S777
CERTIFICATE (IDC) ON THE
BASIS OF THE IDC IDENTIFIER
Y
COMPARE THE SAMPLING S778
INFORMATION WITH THE TEM- |«
PLATE OF THE EXTRACTED IDC
Y
NO IS THE COMPARISON 9779
RESULT CONSISTENT?
y YES S780 v S781
TRANSMIT THE UCS (A), THE SECURE VERIFY THE UCS (A) AND
CONTAINER, AND THE CONTENT THE SECURE CONTAINER
KEY TO THE USER DEVICE B v 5782
! ARE THE UCS (A) AND
NO \SECURE CONTAINER VALLID?
h vYES  S783
Y USE THE CONTENT STORED
[ ERROR | IN THE SECURE_CONTAINER

END
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FIG. 47A

METHOD (1)

PK CERTIFICATE IDENTIFICATION
NUMBER IS EMBEDDED IN PKC

s J&C

METHOD (2)

ID CERTIFICATE IDENTIFICATION
NUMBER IS EMBEDDED IN PKC

METHOD (3)

LINK STRUCTURE ID 1S EMBEDDED IN
EACH IDC AND PKC. LINK STRUCTURE
INCLUDES A LINK STRUCTURE ID, ID
CERTIFICATE IDENTIFICATION NUMBER,
AND A PK CERTIFICATE IDENTIFICATION
NUMBER

" METHOD (4)

| A PAIR OF A PK CERTIFICATE IDENTI-

FICATION NUMBER AND AN ID CERTIFI-
CATE IDENTIFICATION NUMBER IS
DESCRIBED IN THE OUTSIDE OF THE
_CERTIFICATE

METHOD (5)

A PAIR OF A PK CERTIFICATE IDENTI-
FICATION NUMBER AND AN ID CERTIFI-
CATE IDENTIFICATION NUMBER IS
DESCRIBED IN THE OUTSIDE OF THE
CERTIFICATE

METHOD (6)
A PAIR OF A PK CERTIFICATE IDENTI-
FICATION NUMBER AND AN ID CERTIFI-
CATE IDENTIFICATION NUMBER IS

DESCRIBED IN THE OUTSIDE OF THE
CERTIFICATE

SIGNATURE OF IDA

PKC

PUBLIC KEY

PK CERTIFICATE
IDENTIFICATION
NUMBER

SIGNATURE OF CA
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FIG. 47B

N SHEETS OF PKC
(WHERE N22)

METHOD (1) -

PK CERTIFICATE IDENTIFICATION
_NUMBER IS EMBEDDED IN PKC

2.0 | METHOD (2)

ID CERTIFICATE IDENTIFICATION
NUMBER IS EMBEDDED IN PK

METHOD (3)

LINK STRUCTURE ID IS EMBEDDED IN
EACH IDC AND PKC. LINK STRUCTURE
INCLUDES A LINK STRUCTURE ID, ID

CERTIFICATE IDENTIFICATION NUMBER, PKC
AND A PK CERTIFICATE IDENTIFICATION
NUMBER

Y

TEMPLATE e
‘ -ERSON 1D | METHOD (4)

> PUBLIC KEY

PK CERTIFICATE
A PAIR OF A PK CERTIFICATE IDENTI-

o GERTlFlCATE FICATION NUMBER AND AN ID CERTIFI- ',\IDUE,\'/‘l‘gI'E’gCAT'ON
DENTIFIGATION CATE IDENTIFICATION NUMBER 1S

NUMBER DESCRIBED IN THE OUTSIDE OF THE
CERTIFICATE

) METHOD (5)

A PAIR OF A PK CERTIFICATE IDENTI-
FICATION NUMBER AND AN ID CERTIFI-
CATE IDENTIFICATION NUMBER IS

1 DESCRIBED IN THE OUTSIDE OF THE
:| CERTIFICATE

METHOD (6)

A PAIR OF A PK CERTIFICATE IDENTI-
FICATION NUMBER AND AN ID CERTIFI-
CATE IDENTIFICATION NUMBER IS

DESCRIBED IN THE OUTSIDE OF THE
CERTIFICATE r'\’

Y

SIGNATURE OF IDA

SIGNATURE OF CA
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FIG. 48A

M SHEETS OF IDC
(WHERE M22)
————————  METHOD (1)
—L, PK CERTIFICATE IDENTIFICATION
NUMBER IS EMBEDDED IN IDC

METHOD (2)

ID CERTIFICATE IDENTIFICATION
NUMBER IS EMBEDDED IN PKC

METHOD (3)
-~ { LINK STRUCTURE ID IS EMBEDDED IN
. "1 EACH IDC AND PKC. LINK STRUCTURE
-7 ] INCLUDES A LINK STRUCTURE ID, ID

+*1 GERTIFICATE IDENTIFICATION NUMBER PKC

PR AND A PK CERTIFICATE IDENTIFICATION
1 | NUMBER
(RN TEM@@‘TE VETHOD (0 > PUBLIC KEY
ER N TD
= 11 P SO A PAIR OF A PK CERTIFICATE IDENTI- | FK CERTIFICATE
- ‘YD .CERTIFICATE | FICATION NUMBER AND AN ID CERTIFI- T
| ..'JDENT{HCAT}QN CATE IDENTIFICATION NUMBER IS
,'NUMBER ~-| DESCRIBED IN THE OUTSIDE OF THE :
e T | CERTIFICATE
= METHOD (5)

;] A PAIR OF A PK CERTIFICATE IDENTI-
FICATION NUMBER AND AN ID CERTIFI-

CATE IDENTIFICATION NUMBER IS

..~ | DESCRIBED IN THE OQUTSIDE OF THE
.| CERTIFICATE

» .| METHOD (6)
.| A PAIR OF A PK CERTIFICATE IDENTI-
"~ -| FICATION NUMBER AND AN ID CERTIFI-
| CATE IDENTIFICATION NUMBER IS
DESCRIBED IN THE OUTSIDE OF THE
 CERTIFICATE

Y

SIGNATURE OF CA
SIGNATURE OF IDA
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FIG. 48B

P71 METHOD (1) -
= - . ~oL{{| ALL PK CERTIFICATE IDENTIFICATION
“t:|1] NUMBERS ARE EMBEDDED IN EACH PKC

11 METHOD (2)

.}I71 ALL ID CERTIFICATE IDENTIFICATION
v . ~f1]{NUMBERS ARE EMBEDDED IN EACH PKC_
o s METHOD (3)
“ LINK STRUCTURE D 1S EMBEDDED IN
-+ 111 EACH IDC AND PKC. LINK STRUCTURE
4 INCLUDES A LINK STRUCTURE ID, ID
't CERTIFICATE IDENTIFICATION NUMBER,

AT ~J 111 AND A PK CERTIFICATE IDENTIFICATION

TSGR & » PKC
“Template .+ -{11]{ METHOD (4)

oemarn - 11| A PAIR OF A PK CERTIFICATE IDENTI-
PERSON 'ID -1'T 11 FICATION NUMBER AND AN ID CERTIFI- PUBLIC KEY
i 11| CATE IDENTIFICATION NUMBER 1S

‘ PK CERTIFICATE
-1 111 DESCRIBED IN THE OUTSIDE OF THE
11| CERTIFICATE IDENTIFICATION

NUMBER
METHOD (5)

‘ A PAIR OF A PK CERTIFICATE IDENTI-

~1.1{] FICATION NUMBER AND AN ID CERTIFI-
J] CATE IDENTIFICATION NUMBER IS

1] DESCRIBED IN THE OUTSIDE OF THE

‘1 CERTIFICATE

METHOD (6)

|| A PAIR OF A PK CERTIFICATE IDENTI-
| FICATION NUMBER AND AN ID

| CERTIFICATE IDENTIFICATION

/ NUMBER IS DESCRIBED IN THE

OUTSIDE OF THE CERTIFICATE

Y

SIGNATURE OF IDA SIGNATURE OF CA
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FIG. 71

P DeSerption . L A

Version

Version

Serial Number

|dentification Number

signature algorithm
Identifier

Signature algorithm

Sable - .

IDA'S

Signatute: " 7| Sig

algorithm Algorithm
parameters Parameters
Issuer ldentification authority name (in the form of
_ a distinguished name)
Indis-  Tvaidity Validty period
pensable [ h5tBefore * Start date
ltems notAfter * Expiration date
Subject Subject Name (in a DN form)
subject IDA Info Information about the identification
_ _ cartificate of the subject
subject IDA serial * Certificate number of the identification
Number certificate of the subject
subject IDA Unique ID * Subject unique ID of the identification
cerificate of the subject
subject PKC info Information about the public key certificate
of the subject
subject PKC serial * Certificate Number of the public key
Number certificate of the subject
_ . * Subject unique ID of the public key
subject PKC Unique ID certificate of the subject




74 / 89

g 43sn vV H3sn Y 43asn
JAOW
D R ——
@)
vLva o/ 8 43Isn 40 v "3sn 40
030naoHd3s,/  NoWvnadaNT @ 30IA3a v 30IA3d
| <-_.<ﬁ_ m ONIJINYS m ||||||||||||||||| V H3SN
Lo iNTinan A~ T I S30IAH3AS
| SINIINOO|fy yaoh |@fy/uasn|i Zngvsn | 10 OMd
g "3sn 40 oI od |t 1noav !
40 OXd } NOLLYWHOLNI v H3sn 40
® A ESEEN_%_
— H3ASN HO04 AN
m% mom: 8 33IA3070 w_m,w_bm%%%&mw v 30IA30 OL
40 0dl
31v0Id14430 ® 31v0I4ILH3D
/ <
@ O & [\ \
}
ﬁ m&ém:z_ L
\ \ ® ///»/
YH O)d vHal QO
| _
H3IAHIS NOILNGIYLSIA HIAEIS
SINIINOD v Od vadl NOILYHLSIDIH IJIAHIS
') vai

¢/ "Dl




75 /89

FIG. 73

START
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v
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USER ID OR SAMPLING INFORMATION
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Y

RETRIEVE THE IDENTIFICATION
CERTIFICATE(IDC) ON THE BASIS
OF THE USER ID OR SAMPLING
INFORMATION
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YES _—"1S THE IDC OF THE

T USER A FOUND?

ACQUIRE THE IDC OF THE USER A
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(IDA) AND STORES THE ACQUIRED
IDC IN THE DEVICE B
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»| AUTHENTICATE THE USER A ON THE
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YES

S806

S807

S808
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RESULT AFFIRMATIVE?
S809

THE DEVICE B RETRIEVES A PAIR OF
A PUBLIC KEY AND A PRIVATE KEY
APPLICABLE TO A SERVICE PROVIDER

ERROR

y
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FIG. 74

S809

S810
< IS THE PAIR OF THE PUBLIC KEY—_ YES

AND THE PRIVATE KEY FOUND? —

NO

NEWLY CREATE A PAIR OF A PUBLIC KEY
AND A PRIVATE KEY

Y

REGISTER THE PUBLIC KEY IN THE CA,
REQUEST THE CA TO ISSUE A PUBLIC
KEY CERTIFICATE (PKC), AND STORE
THE ACQUIRED PKC

'

THE DEVICE B FORMS A LINK BETWEEN THE
IDC AND THE PKC OF THE USER A (CREATES
GROUP INFORMATION AND STORES IT) AND
ADD A SERVICE NAME (SERVICE IN WHICH THE
IDC AND THE PKC ARE USABLE) TO THE LINK

S811

S812

S813

Y

PERFORM MUTUAL AUTHENTICATION BETWEEN
THE DEVICE B AND A SERVICE REGISTRATION
SERVER AND SHARE A SESSION KEY

e

S815
—8 THE RESULT OF THE MUTUAL—~—_NO

S814

AUTHENTICATION AFFIRMATIVE? —

YES
S816

PERFORM AUTHENTICATION OF THE USER A
TO THE SERVICE REGISTRATION SERVER
ON THE BASIS OF THE IDC

S817

ERROR
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FIG. 75

S816

/¢\ S817

<IS THE AUTHENTICATION ——NO
RESULT AFFIRMATIVE?

REGISTER THE PKC OF THE USER A
IN THE SERVICE REGISTRATION SERVER

Y

UPON RECEIVING A REGISTRATION COMPLETION
NOTIFICATION FROM THE SERVICE REGISTRATION
SERVER, RECEIVE INFORMATION ABOUT USABLE
SERVICES AND PKC'S OF USABLE CONTENTS
DISTRIBUTION SERVERS

4

PERFORM MUTUAL AUTHENTICATION BETWEEN THE
USER A AND A CONTENTS DISTRIBUTION SERVER
ON THE BASIS OF THE USER A'S PKC REGISTERED
IN THE SERVICE REGISTRATION SERVER AND ON
THE BASIS OF THE PKC OF THE CONTENTS
DISTRIBUTION SERVER

S818

5819

S820

<IS THE RESULT OF THE MUTUAL%
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YES S822

RECEIVE A CONTENT FROM THE CONTENTS
DISTRIBUTION SERVER

ERROR

END
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FIG. 77

START

A USER A ACCESSES A DEVICE B
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THE DEVICE B STARTS A PROCESS
TO AUTHENTICATE THE USER A
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A 4

THE USER A INPUTS HIS/HER

USER ID OR SAMPLING INFORMATION
TO THE DEVICE B
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Y

RETRIEVE THE IDENTIFICATION
CERTIFICATE (IDC) ON THE BASIS
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INFORMATION
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ACQUIRE THE IDC OF THE USER A
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v

AUTHENTICATE THE USER A ON THE
BASIS OF THE IDC OF THE USER A

S857
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<IS THE AUTHENTICATION——__NO

RESULT AFFIRMATIVE?
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THE DEVICE B RETRIEVES A PAIR OF
A PUBLIC KEY AND A PRIVATE KEY
APPLICABLE TO A SERVICE PROVIDER

ERROR

S860




80/ 89

FIG. 78

S859

v

PERFORM MUTUAL AUTHENTICATION BETWEEN
THE DEVICE B AND A SERVICE REGISTRATION
SERVER AND SHARE A SESSION KEY

S861
——I8 THE RESULT OF THE MUTUAL—__ NO

S860

AUTHENTICATION AFFIRMATIVE?—

YES

PERFORM AUTHENTICATION OF THE USER A
TO THE SERVICE REGISTRATION SERVER
ON THE BASIS OF THE IDC

S863

5862

<IS THE AUTHENTICATION —~—-__ NO
RESULT AFFIRMATIVE?

UPON RECEIVING A USAGE PERMISSION NOTIFICATION
FROM THE SERVICE REGISTRATION SERVER, RECEIVE
INFORMATION ABOUT USABLE SERVICES AND PKC'S
OF USABLE CONTENTS DISTRIBUTION SERVERS

A

PERFORM MUTUAL AUTHENTICATION BETWEEN THE
USER A AND A CONTENTS DISTRIBUTION SERVER
ON THE BASIS OF THE USER A'S PKC REGISTERED
IN THE SERVICE REGISTRATION SERVER AND ON
THE BASIS OF THE PKC OF THE CONTENTS
DISTRIBUTION SERVER

S866

5864

S865

Y

<IS THE RESULT OF THE MUTUAL—_ NO
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FIG. 80A

USER ID IDC

FIG. 80B

USER ID IDC

[ EXPIRATION DATE - 41015
- OF- ' THE- TEMPLATE . .-
- NUMBER OF -TIMES T~ 14~1017
ITHE-IDCLIS-ALLOWED " { | {016

.- TO:BEI:USED:-1-1- 020 -0

CERTIFICATE ID NUMBER
1019~y NUMBER OF TIMES IDC IS USEQC! ﬁ L1016

1020 ~— sAM




83/ 89

foyiny ereoyie)
sjeoie) Aey oland
fuoyny q

V0 40 val 40 ds 40
At awvaed g0y A3y avaibd Lga)  Aav 3uvaied Lggs)
Vo 40 val 40 dS 40
A3 orand —€V0) A3y orand —¥a) A3y onand L€dS)
JUNLYNDIS FHL AdIHIA
aoldad ALIGMVA 0Ql JHL MO3FHD 9
aledwoo 2 2001
leujus] ds
»
(37N v 1037138 (alas) 5al anss|
‘ALVIdW3L} 2al 40 3ANSS| aold3d ALIdIvA
HILSIDIY 2 HO4 1SINDIH '€ JHL 13S ¥
%) 3al ANy Y MW aold3d ALIAITYA 2dl
R e o | Yo
” Ia 113
. Aal 10 3104 SHL 3NIH3 ‘1 w ALIQIIVA 3LY1dWNAL

ejeaiiue] di

18 "0l

100}

31V1dN3L S.H3ISN




84,/ 89

vO 40

val 40

v9 40 val 40
v0) a3y orand —aD

A3X J11dnd

ds 40
A 3WAEd LH6D) A Awvaed gd) A3 3LvAid LLHS)

ds 40
A3 918nd ~dS)

a3s
N334 SVH 31V1dN3
S3NIL 40 HIFAN

n
1
N

JHNLYNDIS FHL AdIH3A

aisn 39 Ol
damo11v SI odl S3NIL
40 H3GWNN JHL MO3HO 9

T =

WVS

‘g [

aledwos

[eulws]

—~—¢001

dS

‘1VIdN3L}

H3LsIvad ¢

foyiny ejeayied @ yo 24l ANy
ejeoljiie) Aey algnd : O)d 31V1dW3L 40 SQ0IH3d
Aoyiny @) : vai ALIQIYA 3FHL ONILLIS
aleoliuen ar : naqi 40 3TNH 3IHL 3INI430 °

aoal 40 3ANSSI
HO4 L1S3N0D3H ‘¢

a3sn

39 OL QImMOTIv SI
{aids} 0dl SIWIL 40 HIAGWNN
JHL ANV aOld3d
ALIQITVA 3HL L3S v

-

vai

100}

¢8 Dl

aasn 38 oL aamony

S10dl S3aWIL 40 HIGWNN

a0id3d
ALIQNVA 31V1dN3L

J1V1dWN3L S.H3sSN




85/ 89

CSTART AN IDC CHECKING PROCES@ S1001 F|G 83
A USER INPUTS HIS/HER USER ID S1002
AND SAMPLING DATA TO A PERSONAL
DATA ACQUISITION UNIT
¥ S1004
< IS THERE AN IDC OF THE USER? >S1N0003 > IDC ACQUISITION PROCESS
YESY< | S1006
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YESY*
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|
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IDC ACQUISITION PROCESS
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EXTRACT THE NUMBER OF TIMES THE(S1010
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Y
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IDC ACQUISITION PROCESS
v
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